PATENT APPLICATION 

o 



IN THE UNITED STATES PATENT AND TRADEMARK OFFICE lK/^ 



A- 

In re the Application of ' 



Taro TERAO SJ 

u 

Application No.: New U.S. Patent Application 

Filed: June 6, 2000 Docket No.: 106408 

For: ONE-WAY FUNCTION GENERATION METHOD, ONE-WAY FUNCTION VALUE 
GENERATION DEVICE, PROVING DEVICE, AUTHENTICATION METHOD, AND 
AUTHENTICATION DEVICE 



CLAIM FOR PRIORITY 

Director of the U.S. Patent and Trademark Office 
Washington, D.C. 20231 

Sir: 

The benefit of the filing date of the following prior foreign application filed in the following 
foreign country is hereby requested for the above-identified patent application and the priority 
provided in 35 U.S.C. §1 19 is hereby claimed: 

Japanese Patent Application No. 1 1 -2445 1 9 filed on August 31,1 999. 

In support of this claim, a certified copy of said original foreign application: 

x is filed herewith. 

was filed on in Parent Application No. filed . 



It is requested that the file of this application be marked to indicate that the requirements of 
35 U.S.C. §119 have been fulfilled and that the Patent and Trademark Office kindly acknowledge 
receipt of this document. 



JAO:TJP/crt 



Date: June 6, 2000 

Oliff & BERR1DGE, PLC 
P.O. Box 19928 
Alexandria, Virginia 22320 
Telephone: (703) 836-6400 



Respectfully submitted, 

James A. Gfliff 
Registration No. 27,075 

Thomas J. Pardini 
Registration No. 30,41 1 
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M) £ LTffWLT^&^o I0i9lCbTA>r>aiX (M) feffirr**:, 
Ayi/aiX (M) ^aW»H©/>y ^aftfifcHCJCJ&S. 
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/Ny2/affifl^aP6#£jaLfc7\y$/:xteX (M) J:yi/X3}f>Xr^tS 
. UXtfyxftjjBl 1 tt, l/X3K>X^§P 1 O^^LfeUXJiOX r £ffi 

[0 0 8 7] 

^!K>Xr©4iiS&D iff ie-Hellma niMiRSAl:^ 
[0 0 8 8] 

mmffiGit, Diff ie-Hel 1 m a nmPkH<Dm"Cl*mn*t&W&mifim 

nt^u RSA^ffiiTjtt^b^jeiBija^Hiftii-rs. Ays/3.ffiffaitt6#£ 

^tSA>r>a||X (M) Diff ie-Hellma niM©^t'»p 
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IC K± £ *l£ ^ ^ 1/ > V c pgg¥ G <D 5kV$> £ . 

[0 0 8 9] 
[Diff ie-Hellma n^^>ff 

[0 0 9 0] 

[8*6] 

r=X (M) . c 

[00 9 1] 

[R S Atf>^-£] 

[0 0 9 2] 

[»7] 

r=X (M) . c 
[0 0 9 3] 

xmrnrnT'iz, mmm 2 ££&&%&flt*L3i8is 8 ^WDmrnrnm^m^m 4 jc 

StJ^TSMBbTV**. ®4l«^|t«l ! a^$8 0D^$H^#^|gT*2>eo 
[0 0 9 4] 

ftfttt&JSffi 8 ft, £L$t£f£gPl 2^^-YU>^AijSP9tl/^jK>X^aP 

lot 1U *;*ilj&£*is 0 

[0 0 9 5] 

^#tLffi3P6#£/&L£:/\y i/affiX (M) J: >J I/XjJO* r 
[0 0 9 6] 
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[0 0 9 7] 

^I^^Gtt, DSAf^, ElGamallMl, Nyberg-Rue 

V&txMG uillou-Quisquate rf^, Gui 1 lou-Qui 
s q u a t e r**©«^ti*ft«»3eraH««H«i:'rS. 
[0 0 9 8] 

/\y*/=i.mn&m 6 S/afX (M) £&J&£f»l 2*^^i" 

SSLRkJi, DSAf^, ElGamalf^g, Nyberg-Ruep 
velMZs, Schnor rf^Mt'SPTC^FpC^t'fey, *yfe — SMfc 
TtMG ui 1 lou-Qui squater Gui 1 1 o u — Qui sq 

u a t e r^fe©M"ei±;tl$g|G<Z>5c v e&<5o 
[0 0 9 9] 

XsyVXiJms iCA^tlS^ l/>$?cfcj:, DSAf^, E 1 G a m a 
Ny b e r g-Ru e p p e 1 ;* y -fe - S^jtMG u i 1 

lou— Quisquater f^©^T*tt, p jcft F p <Drti"£%> »J , Schn 
o r rm^xy Gu i 1 1 o u-Qu i s qu a t e r|^ffiiT*liffi0^'y b 

[0 10 0] 
[DSA**©*^] 

[0101] 

[«8] 

r= (r Q , 

r Q = % (k. g) 

r x = (c + r Q X (M) ) /k 

[0 10 2] 
KiElGamali^lO)i^] 
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UXtfy* r J£ 
[0103] 

[«9] 

r= (r 0 , r x ) 

r Q =7r (k. g) 

r x = c k- r Q X (M) 

[0 10 4] 
»ElGamal|i&20i^] 
r & 
[0 10 5] 

mi 0] 

r= (r Q , rp 

r 0 = 7T (k. g) 

r x = r Q k- c X (M) 

[0 10 6] 

[^£E 1 G a m a 1 m%x 3 

[0 10 7] 
111] 

r= (r Q , r x ) 
r 0 = 7r (k. g) 

r l = (r 0 + cX (M) } /k 

[0 10 8] 

IM£E 1 G a m a 1 m&4 <Dm&l 

[0 10 9] 
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[^12] 

r= (r Q , 

r 0 =7r (k. g) 

r j= (c k - r Q ) /X (M) 

[0 1 10] 

ElGamal m& 5 (DM&l 

[oiii] 

[IS[13] 

r= (r Q , rp 

r 0 = ?r (k. g) 

rp (r Q k-c) /X (M) 

[0 1 12] 
[Nyberg-Rueppel 
r 

[0 1 13] 
mi 4] 

r = (r Q , rp 
r Q = c — 7T (k. g) 
r 1= k - r Q X (M) 

[0 1 14] 
[Schnorr 
r » 
[0 115] 
m 1 5 ] 

r= (r Q , r x ) 
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r Q =7? (c | t (k. g) ) 
r 1 =k + r Q X (M) 

[0 116] 

>yt-^tSSGu illou-Quisquate v M£<Z>Wr&] 

[0 11 7] 
[»16] 

r= (r Q , rp 

r 0 = c — k (p. k) 

r j — k — r q. X (M) 

[0 118] 

[Gui 1 lou-Qui squater IIM&tf)^'^] 
l/^jjO* r 

[0 119] 
[»17] 

r= (r 0 , rj) 

r Q =7? (c | £ (p. k)) 

r 1 =k + r Q . X (M) 

[0 12 0] 
[H««4 :fE99SI« (3#|«JfgSE) ] 

[0121] 

> hffi^jSP 1 3 £^ l/>*;A*flP9 £ WXtK lot I/^jK:/ Xffiij 

asi i <t y*j*s*i<&. 
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[0 12 2] 

$Lm&f&mi ziz, &«k r^/&gpi 3&, 

o I/X^X^IOS, SL»£l£01 2©£j£Lfcft«kfc^*l/>^A# 
fi|S9 JCA#3*lfc^-V l/>S?c fc^y S/a.#J!CffiaS6 ^IfeAyJ/atX ( 
M) i»Jl/^/K>Xr?:4^tS 0 
[0 12 3] 

[0124] 

JStT, r ©^ftKr&^/^&S:, Schnor riiE, Guill 

ou-Qui s quate r B$E, Fi at — Shami r 8EE$:#9JC £: o T^fc 

[0 12 5] 

^K^Gtt, S c h n o r r &&©ffl7H;tt£ffc#im&tfHtt£ U Guil 
lou-Quisquater gKSE, Fiat-Shamir SSE©WT*lMMfc 

[0 12 6] 

;\ y */a«|tfflai 6 jS«4«t * ;\ y S/a«x (M) hUMZi&m l 2 ffi^m-t 
SSURktt, S c h n o p r SiECftCT? tt P 5fi» F ©7C*eft 'J , Guillo 
u-Quisquater |g$E, Fiat-Shamir fgiECDM-e&WRB^G 
©T&Tf&S. 

[0 12 7] 

^■V UyitAJlffiQ JCA#S*l<5*"V l/>S?c tt, SchnorriE Gu 
illou-Quisquate r fgiECDM^te P F <Z>7G"T?& *J , F i a 
t-Shami rSSEOW-CttiaS*©^ V hWffftS. 
[0 12 8] 
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[Schnorr fgfl 1 <DWi&] 

[0 12 9] 
[gU 8 ] 

w = it (k. g) 

[0 13 0] 
[»19] 

r = k - c X (M) 

[0131] 
[Schnor rii2ffli^] 
3 ^ y h^>hwli 
[0 13 2] 
HR2 0] 

w — k . g 

[0 13 3] 
[»2 1] 

r = k- cX (M) 

[0 13 4] 

[Gui 1 lou-Qui s quater B$E 1 

[0 13 5] 
[«2 2] 

w= % ( p . k ) 

[0 13 6] 
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[ft 2 3] 

r = k - c. X (M) 

[0 13 7] 

[Gui 1 1 ou-Qui s quate r MWt 2 

[0 13 8] 
[«24] 

w = p . k 

[0 13 9] 
[«2 5] 

r = k - c. X (M) 

[0 14 0] 

[Fiat-Shamir MM. 1 ©^-r] 

[0141] 
[ft 2 6] 

w= 7T (2. k) 
£LT£/*3*i, l/;*JK>:*rM: 
[0 14 2] 
[ft 2 7] 

r = k-2 c j. X (M) j 

[0 14 3] 
[ft 2 8] 

c = ( C p , , . , C 

X (M) = (X (M) v . . . , X (M) n ) 
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[0144] 
[Fiat - Shamir fg$E 2 <D%&~\ 
n^y b*y hwlt 
[0 14 5] 
[HC29] 

w=2. k 

[0 14 6] 
[«3 0] 

r=k-2cj. X (M) j 

[0 14 7] 
[R3 1] 

c=(cl, cn) 

X (M) = (X (M) v . . . , X (M) n ) 

[0 14 8] 

[0149] 
[0 15 0] 

l/X/K>x^§pi 0&, 2©£j*LfcSL«ki::3^ y h*> h 
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[0151] 
[0 15 2] 

.ffl»6#£j£'rs/Ny suffix (m) £SLifc£j&Si 2#£j&l-s&ffck£^-v 

[0 15 3] 

[DS AfgfE<Z>#^] 

[0154] 
[ffc3 2] 

W= 7T (k. g) 

[0 1 5 5] 
[!&3 3] 

r = (c -wX (M) ) /k 

[0 15 6] 

[0 15 7] 
[!8t34] 

r «- ( w, r ) 

£ LTzi^ y > h wi: l/*aK>;* r(Dtt (w, r) T*g£#lx.££:, UXtf? 
>X r tt^-Y l/>S?c ICM-TSD S AS£lC-fafc££V^ 
[0 15 8] 
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[0 15 9] 

ffid &vm$i&,mmmu m&i&mmmm&® i 5 », n£j&H^fi 

[0 16 0] 
[0 16 1] 

^S/i«x (M) £SJ^t£Jt,&Lfc%tf>£^£&i-£HI&iiy ZUW't&UmU 

% £ 5 r £ IC «fc o T SE^#|(Z)S^^ & ^liE-t £ o 
[0 16 2] 

[0 16 3] 
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[0 16 4] 

fen- KtLtMLTtj:^ umtsftfeny^yvzuydrvy 

[0 16 5] 

[0 16 6] 

[0 16 7] 
[0 16 8] 

yv&muz o^^b^^-v i/>s?c surras© i/;*jK:/;*ffi27aii 1 

[0 16 9] 
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(m) iibT^LT^^u ^vr^m^K^mx^c = K£bTL 

T*>&v*U SLftk££s£U bfc VMg-if zfcKlcgLft k H-J^J > K«*S: 
£ r t J: o T L T =fe & v>„ 
[0 17 0] 

o 

[0 17 1] 

umu&mffii 8£vmmzti2>£immy&, dsa^, Eicamai^ 

££>3£S> N y b e r g - R u e p p e 1 Schnorr^f^, *yfe — 

i/^7C§f{ Gui 1 lou — Qui s quater =|f Gui 1 1 o u — Qui 
s q u a t e rm&<Dfflr'l,mV&ffiG(Z>5iT*&V, R S Atf>#m«Bg^AC?)^ 
(RSACDi^, <&lf§iiy te^Mftfcte^ft^BfcbT^S) . 
[0 17 2] 
[DSAl^Olft^] 
l/X7K>Xr= (r 0 , CD^fSsStt 
[0 17 3] 
[ft 3 5] 

r 0 =7r((c/r 1 ). g+ (tq/tj) . y) 

[0 17 4] 

[^i?E 1 G a m a 1 m%x 1 

[0 17 5] 
[ft 3 6] 

r 0 =7C ( (rj/c) . g + (r Q /c) . y) 

[0 17 6] 
C3E3^ E 1 G a m a 1 m& 2 0D^-£] 
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l/X/K>Xr= (r Q , r x ) (D&U&IZ 
[0 17 7] 
m3 7] 

r Q = it ( ( r j/ r Q ) . g + ( c / r Q ) . y) 

[0 17 8] 
[»ElGamalf^3©i^] 
l^^/J<>Xr= (r Q , rj) <D%iM&\% 

[0 1 7 9] 
[$C3 8] 

r Q =7c ( (tq/tj) . g+ (c/rj) . y) 

[0 18 0] 
[flElGamall^ffli^] 
l/X)K^r= (r Q , r x ) 0>&fE5£i± 

[0181] 
[«3 9] 

r 0 =7T ( (r 0 /c) . g + (r^c) . y) 

[0 18 2] 
[^E 1 G a m a 1 m$x 5 
l/X/K>Xr= (r Q , rj) (D&lUj&Z 

[0 18 3] 
[»4 0] 

r 0 =7T ( (c/r Q ) . g+ (tj/Tq) . y) 
[0 1 8 4] 

[Nyberg-Rueppel #£(Z)l§-£-] 
b^^>Xr= (r Q , r x ) <Z>^$E5£l£ 
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[0 18 5] 
[«4 1] 

c = r 0 +7r (pj. g+r 0 . y) 

[0 18 6] 
[Schnorr ^ife] 

[0 18 7] 
[1*4 2] 

r 0 =h (c | e (rj. g + r„. y) ) 

[0 18 8] 
[RSA0^] 

[0 18 9] 
[|S[4 3] 

c = y . r 

^&£„ 

[0 19 0] 

ft-yt7tlGu illou-Quisquate r^&©^-£] 
I/^>K>^r= (r 0 , rj) (D&U&IZ 
[0191] 
[$C4 4] 

c = r 0 +7C (p. rj+y. r Q ) 

[0 19 2] 

[Gui 1 lou-Qui squater S^afft^] 
l/^^r = (r Q , r 1 ) CD&fBSW: 
[0 19 3] 
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[84 5] 

r Q =h (c | e (p. rj+y. r Q ) ) 
[0 19 4] 

imffiW8 : UmUWMUmW. (2#|nJig§iED i f f i e-He l lmang|;ft 

@io izm^^xmmvx^^o mio am^mmm^uu 1 9 (Dmm^mmm 

[0 19 5] 

mmmtmmmi 9&, &8£^gB2 2£^^>^£^2 0£i^jK> 

[0 19 6] 

#L8£j£Sl5 2 2imUtk££j&-T£„ ^l^^£f&g|S2 0 8, gL8^^S2 

l/*aK>:*lftaEaS2 18, UmW^Mm 1 8 J: »JS(#bfcMy 

2 2 3b^mLfe5LtS:kc{:*JIE^©lxXJK>xa}*S|Jl l^^#bfcl/^3K> 

[0 19 7] 

J£*T, ^-Vl/>^c©^jEft^Si:U^jK>^r©tftiiE^:€: f Diffie-H 
[0 19 8] 

SEWSEfttEas 1 8 J:»;5t#sn«^Wj|iyfeJ:tfaa^»2 2-e£j*3*i* 
[0199] 

[Diffie-Hellma nlt^g©^] 

[0 2 0 0] 
[84 6] 

3 7 tfJfE4$ 2000-3028014 



1 1-244519 



c = k. g 

[0 2 0 1] 
[«4 7] 

k. y = r 

[0 2 0 2] 

tufts. m8izumuMMumu<Dm&.mT*&v, mi nzm^mmmtkm 

[0 2 0 3] 
[0 2 0 4] 

IEI5!#g©l/X>ff>;*ffi;frg|5 1 1 J: r $:^iE-rs 0 

[0 2 0 5] 

J£*T, UX)K>^ r O^IEM^ S c h n o r r G u i 1 1 o u - Q u 

i s q u a t e rMU^MiZii-oX^mzmm^^O. 
[0 2 0 6] 

[0 2 0 7] 
[Schnorr fgiECD^-a-] 

[0 2 0 8] 
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[«4 8] 

w=7T (r. g + c. y) ) 

[0 2 0 9] 

[Guillou— Quisquater fgfECDtsH*] 
r ©EfcfE^te 
[0 2 10] 
[»4 9 ] 
w=jr(p. r + c. -y)) 

[0 2 1 1 ] 
[Fiat-Shamir fBfEtf)^^] 
r ©&fE5£te 
[0 2 12] 
[HC5 0] 

w = 7r (p. r+2Cj. y j) 

[0 2 13] 

[§h5§m i o : mmummmi 

[0214] 
[0 2 15] 
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x (M) tffltHtcM&s&^ic-rs^iitfT-^So 

[0 2 16] 
[0 2 17] 

[0 2 18] 
[ffc5 1] 

y=X (M) . g 

[0 2 19] 

[*fc««£raa#H*fe^i8»Go»# i ] 

Gui 1 lou— Quisquater EE> Gui 1 1 o u — Qui s qu 
a t e r M£t, ^vt- SHKtgMG uillou-Quisquater ^&*Z? 

[0 2 2 0] 
[«5 2] 

y = p. X (M) 

[0 2 2 1] 

Fiat-Shamir^ffitli, Ikffimy It 
[0 2 2 2] 
[R5 3] 

yi =2. X (M) • 

[0 2 2 3] 
[»5 4] 
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y= (yp . . . , y„) 

X (M) = (X (M) p . . . , X (M) n ) 

[0 2 2 4] 

RSAT-tt, Ikm&ylZ 
[0 2 2 5] 
C«5 5] 

y = X (M) _1 

[0 2 2 6] 

*mnmxi*, um%s immm2, 3) zm^t=.mmmmzmi 3 ami 4tc 

mm^nmmmt, wtmummumn (mmm7t^h9) n^m^mmmmm 
%iUB i 9 &#o D an tts^n^s^msp 2 7 0^M@tfes o 

[0 2 2 7] 

s^-fitx (m) tA^^sr^t^^ht 

0>|g5, ^H^S^glgP 2 7 y^^.^>rv YW&%2 6*TOtS7^t 
[0 2 2 8] 

[0 2 2 9] 
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^r-i/3>yn^^A ttH??B#©nmnm 7?r©3-Klci:oT 8$E £ 5 z: £ 

[0 2 3 0] 

m&m&m&iu® 1 9 «, <t^^ u>v&tit,m 2 0 

[0 2 3 1] 

ftfttt*UI£&fi|S 2 7 tt, ^ 1/ > S;5!ff «P 2 8 J: »; «ft S IX S . 

[0 2 3 2] 

[0 2 3 3] 

JKT, 7*-fe*^4rs/ b t (Dfem-ft&Z.?-* U>S?c©3S«f*i6S:, Dif f 
ie-Hellma n||^^ £^7£E 1 G a m a 1 S£3 £ S c h n o r rggfE 
£ R S A feflfjc £ o TS£IJ§ b «fc e> . 
[0 2 3 4] 

ft*«txtt, Diff ie-Hellma njfcjfc^, ^7£E 1 G a m a 1 m%i 
3, S c hn o r r«gE©«TttP7CftF p ©7CT**y, R S A©«T*fcj:^IIR« 

A©^-e$>s (r s A<z>4§-£r, j^js-r sr^t^f^ry h t itm^mizitmmt 

[0 2 3 5] 

[Dif f ie-Hellma n^^(Z)#-^] 

[0 2 3 6] 
[«5 6] 

t =x/X (M) 

[0 2 3 7] 
[»5 7] 

4 2 2000-3028014 



i 1-244519 



c «— t . c 

[0 2 3 8] 

[»E 1 G a m a 1 3 

[0 2 3 9] 
[t&5 8] 

t = x/X (M) 

[0 2 4 0] 
[£S(59] 

c «— c t 

[0 2 4 1] 

[Schnor r MU.(DWi& ] 

[0 2 4 2] 
[»6 0] 

t =x/X (M) 

[0 2 4 3] 
me 1] 

c «- c t 

[0 2 4 4] 
[RSAffli^] 

[0 2 4 5] 
[»6 2] 
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t = x/X (M) 

[0 2 4 6] 
[$t6 3] 

c «— t . c 

[0 2 4 7] 

1:01 5lC*^TM!LTV^„ 01 5 teMH&S^t&gP 2 7 
[0 2 4 8] 

^n^a^i$8tt, ^^<^=fci/x/K>xm*asi i 

[0 2 4 9] 
[0 2 5 0] 

l/^jK>X3€ffaS2 9 », lxX3K>xm*§Pl 1 ©m^Jbfcl/X3}f>X r £T 
[0 2 5 1] 

Diffie-Hellma n E 1 G a m a 1 m& 1 fc^^E 1 G 

a ma 1 §£4 t^^-E 1 G a m a H^5ilRS AtNy berg-Ruep 
pel y "fe — ^IKtcSG uillou-Quisquate r 5M&£#!f 

[0 2 5 2] 

Mfttxtt, Dif f ie-HellmaniM, HElGania lfife 
1, ^ElGamal|^4, tfE 1 G a m a 1 f i& 5 p jcft F p 
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[0 2 5 3] 

[Diffie-Hellma n|i^^©#-^] 

[0 2 5 4] 
HR6 4] 

t = x/X (M) 

[0 2 5 5] 
C«6 5] 

r «— t . r 

[0 2 5 6] 
[IlElGamali^l©i^] 

r^M.T.^'rv h t ©jenssa: 

[0 2 5 7] 
[«6 6] 

t = x-X (M) 
7?&»J, l/XsK>;*r = (r Q , r x ) « 
[0 2 5 8] 
[«6 7] 

r i^ r i- r o t 

[0 2 5 9] 
[^7£E 1 G a m a 1 §£4 

[0 2 6 0] 
C»6 8] 

t = x/X (M) 
T?**J, l/XaK>;*r = (r Q , rp tt 
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[0 2 6 1] 
[«6 9] 

r r r i /l 

[0 2 6 2] 
C^E lGamalf^5 

[0 2 6 3] 
[«70] 

t = x/X (M) 
!?*»;, l/XiK>^r= (r Q , r x ) 
[0 2 6 4] 
[«7 1] 

r l^ r l /t 

[0 2 6 5] 
[RSA0i^] 

[0 2 6 6] 
[«72] 

t = x/X (M) 

[0 2 6 7] 
[«73] 

r «— t . r 

[0 2 6 8] 
[Nyberg — Rueppe 1 CD 
y^M^frv V t ©^^^Ji 
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[0 2 6 9] 

t =x-X (M) 
-e&y, l^X/K>^r= (r Q , rj) 
[0 2 7 0] 
[«7 5] 

r l^ r l _r O t 
[0 2 7 1] 

[^>yt-^t7tMGu illou-Quisquate r^&©#-&] 

[0 2 7 2] 
[»7 6] 

t = x -X (M) 
-e&*J, UX#>*r= (r 0 , r x ) & 
[0 2 7 3] 
[»7 7] 

r l^ r l _r 0- 1 
[0 2 7 4] 
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